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1.0 INTRODUCTION 

1.1 Background 

1. The global threats of money laundering, and the financing of terrorism and proliferation 

of weapons of mass destruction have led countries to strengthen their vigilance to 

counter these threats and to minimize the possibility of their jurisdictions or institutions 

becoming involved. Effective enforcement of policies to deter money laundering, and 

the financing of terrorism and proliferation of weapons of mass destruction, should, 

inter alia, enhance the integrity of the financial system and reduce incentives for the 

commission of crime within the jurisdiction. 

2. Experience and careful study have taught that the threats of money laundering and the 

financing of terrorism extend beyond the traditional financial entities which have been 

receiving attention for control of these activities. It is therefore necessary for non-

financial entities, including charities and non-profit organizations to be adequately 

regulated so as to keep them safe from these nefarious activities, and to protect the 

legitimate financial system from illegitimately acquired funds that could find their way 

into the financial system via non-financial entities. 



 

 

3. The Antimoney Laundering/Countering the Financing of Terrorism Act Cap 10:11 and 

its Regulations, empowers competent authorities to issue guidelines with respect to 

money laundering and terrorist financing activities. This Guideline is so issued for the 

guidance of persons and entities operating as registered charities and non-profit 

organizations (NPOs) in Guyana. 

1.2 Purpose of Guideline 

4. The purpose of this Guideline is to assist registered charities and NPOs in complying 

with their legal duties and responsibilities as they relate to combatting the financing of 

terrorism as set out in the Anti Money Laundering/Countering the Financing of 

Terrorism Act, the Friendly Societies Act, the Companies Act Cap 89:01 and other 

relevant legislation. It is also designed to help trustees and managers better understand 

their responsibilities and the approaches to be taken for their respective charity and NPO 

in order to comply with Recommendation 8 of the Financial Action Task Force (FATF) 

which states  

 Countries should review the adequacy of laws and regulations that relate to 

non-profit organizations which the country has identified as being 

vulnerable to terrorist financing abuse. Countries should apply focused and 

proportionate measures, in line with the risk-based approach, to such non-



 

 

profit organizations to protect them from terrorist financing abuse, 

including: 

(a) by terrorist organizations posing as legitimate entities; 

(b) by exploiting legitimate entities as conduits for terrorist 

financing, including for the purpose of escaping asset-freezing 

measures; and 

(c) by concealing or obscuring the clandestine diversion of funds 

intended for legitimate purposes to terrorist organizations. 

This guideline should also be read in conjunction with the above laws. 

2.0 APPLICATION 

6. This Guideline applies to all friendly societies registered under the Friendly Societies 

Act and Non Profit Companies and charities incorporated under the Companies Act Cap 

89:01, and all applicable trusts and trust deeds registered under the Deeds Registry Act. 



 

 

3.0 FINANCING OF TERRORISM AND PROLIFERATION 

3.1 Financing of Terrorism 

7. Terrorism is the act of seeking political, religious, or ideological reasons to intimidate 

or compel others to act in a specified manner. A successful terrorist group, much like a 

criminal organization, is generally able to obtain sources of funding and develop means 

of obscuring the links between those sources and the uses of the funds. While the sums 

needed are not always large and the associated transactions are not necessarily complex, 

terrorists need to ensure that funds are available to purchase the goods or services 

needed to commit terrorist acts. In some cases, persons accused of terrorism may 

commit crimes to finance their activities and hence transactions related to terrorist 

financing may resemble money laundering. 

8. It is worth emphasizing that while money laundering is concerned with funds generated 

from unlawful sources, funds used for terrorist activities are often legitimate in nature. 

The source of funds is, therefore, not the sole consideration for agents. The conversion 

of assets into money and the subsequent direction of that money must be observed. 

9. As information changes, the United Nations publish lists of terrorist or terrorist 

organizations. Financial institutions and designated non-financial businesses and 

professionals are required to remain abreast of this information and check their 



 

 

databases against these lists. Should any person or entity on the lists be clients, that 

information should be immediately communicated to the FIU and the Commissioner of 

Police. 

10. The FATF Recommendations place obligations on countries as they relate to terrorist 

financing in the context of national cooperation and coordination, confiscation and 

provisional measures and targeted financial sanctions related to terrorism and terrorist 

financing. The latter is applicable to all United Nations Security Council resolutions 

(UNSCRs) applying targeted financial sanctions relating to the financing of terrorism. 

The reporting entity's role is to safeguard against access to financing by individuals and 

entities who may be involved in or supporting terrorism. 

3.2 Financing of Proliferation 

11. The FATF defines proliferation financing as "the act of providing funds or financial 

services which are used, in whole or in part, for the manufacture, acquisition, 

possession, development, export, trans-shipment, brokering, transport, transfer, 

stockpiling or use of nuclear, chemical or biological weapons and their means of 

delivery and related materials (including both technologies and dual use goods used for 

non-legitimate purposes), in contravention of national laws or, where applicable, 

international obligations.] ". Proliferation of weapons of mass destruction can take 

many forms, but ultimately involves the transfer or export of technology, goods, 



 

 

software, services or expertise that can be used in programmes involving nuclear, 

biological or chemical weapons, and their delivery systems (such as long-range 

missiles). The reporting entity's role is to safeguard against access to financing by 

individuals and entities who may be involved in or supporting such proliferation. 

4.0 INTERNATIONAL INITIATIVES 

12. The FATF Forty Recommendations were revised in February 2012, and renamed the 

International Standards on Combating Money Laundering and the Financing of 

Terrorism & Proliferation — The FATF Recommendations. The Recommendations 

were since updated in February 2013 (Mutual Legal Assistance and other forms of 

International Cooperation); October 2015 (Interpretative Note on Foreign Terrorist 

Fighters); June 2016 (Note on Non-profit Organizations); October 2016 (Interpretative 

Note on Terrorist Financing Offence); June 2017 (Interpretive Note on Targeted 

Financial Sanctions related to proliferation); November 2017 (on Tipping-off and 

Confidentiality and Interpretive Note on internal controls and foreign branches and 

subsidiaries); February 2018 (on National Cooperation and Coordination); and October 

2018 (on New Technologies). The FATF normally issues Guidance and Best Practices 

Papers to assist countries in implementing the Recommendations. Registered charities 



 

 

and NPOs should keep abreast of developments in the international standards and refine 

their programmes accordingly. 

5.0 LEGISLATIVE AND REGULATORY FRAMEWORK 

13. Where a charity or NPO is uncertain about how to treat an unusual or suspicious 

transaction or any other requirement of the AML/CFT Act and its Regulations, its 

representatives are strongly urged to speak directly to the Financial Intelligence Unit 

for guidance. 

6.0 RISK-BASED APPROACH 

17. Most charities and NPOs have good relations with their donors, partner organizations 

and beneficiaries who give to or work with the organization in good faith. However, 

practical risks do exist and such entities can be abused for terrorist financing purposes. 

The nature of the risk in the particular circumstances, the activities that the charity or 

NPO carry out, and how and where the activities are undertaken, are all reasons why it 

is important for charities and NPOs to understand the risks they face and take 

appropriate measures to mitigate these risks. 



 

 

18. The AML/CFT Act and its Regulations provides for the application of a risk-based 

approach to combating money laundering and the financing of terrorism and 

proliferation. The RBA to AML/CFT means that countries, competent authorities and 

supervised entities, including registered charities and NPOs, should identify, assess and 

understand the ML/TF risks to which they are exposed and take the required AML/CFT 

measures effectively and efficiently, to mitigate and manage the risks. 

19. Key elements of a RBA can be summarised as follows: 

(i) Risk Identification and Assessment - identifying ML/TF risks facing a firm, 

given its customers, services, countries of operation, also having regard to publicly 

available information regarding ML/TF risks and typologies 

(ii) Risk Management and Mitigation - identifying and applying measures to 

effectively and efficiently mitigate and manage ML/TF risks 

(iii) Ongoing Monitoring -putting in place policies, procedures and information 

systems to monitor changes to ML/TF risks 

(iv) Documentation - documenting risk assessments, strategies, policies and 

procedures to monitor, manage and mitigate ML/TF risks 



 

 

20. The general principle of a RBA is that, where there are higher risks, enhanced measures 

should be taken to manage and mitigate those risks. The range, degree, frequency or 

intensity of preventive measures and controls conducted should be stronger in higher 

risk scenarios. However, where the ML/TF risk is assessed as lower, the degree, 

frequency and/or the intensity of the controls conducted will be relatively lighter. 

21. Charities and NPOs should also observe higher/lower risks identified in risk 

assessments undertaken by the Competent Authority and the National Risk Assessment 

and take appropriate enhanced or simplified measures. 

6.1 Risk Criteria 

22. Criteria used for assessing charities' and NPOs' and determining their risk profiles 

include: 

 Size — whether the entity's asset size or income level represents a 

significant proportion of the total for the charitable or NPO sector 

 International activities— 

 o Whether the charity or NPO has foreign sources of funding 

o Whether the charity or NPO has foreign beneficiaries  



 

 

o Whether the charity or NPO has an overseas branch or is itself a branch of 

an overseas organization 

 Geographical and other exposures—  

o Whether the charity or NPO operates in, or has links to, areas known to have 

terrorist activity 

o Whether the charity or NPO has potential exposure to abuse by extremist 

groups. 

6.2 Mitigating Risk 

23. The best approach for charities and NPOs to ensure that they are not abused for terrorist 

purposes is to put in place good governance and strong financial management, including 

having robust internal and financial controls and risk management procedures. In 

addition, carrying out proper due diligence on those individuals and organizations that 

give money to, receive money from or work closely with the charity or NPO, is also 

important. Proper due diligence is dependent upon the circumstances and context of 

each organization and the environment in which it operates. 

24. Charities and NPOs should implement appropriate measures and controls to mitigate 

the potential ML/TF risks especially those determined to be of higher risk. These 



 

 

measures should be tailored to the identified risks, to ensure that the risks are adequately 

addressed and to assist in the appropriate allocation of the resources of the entity. 

25. For those charities and NPOs deemed at higher risk of TF abuse, the risk mitigation 

measures that each individual entity should implement depend on a range of factors, 

including various aspects of its work and the associated risks, existing due diligence 

and risk mitigation measures, whether the entity works with partners and whether those 

partners operate in a close proximity to an active terrorist threat. 

26. At a minimum charities and NPOs should have  

 Adequate records of the receipt and use of funds and of the decisions made 

regarding the operations of the charity or NPO. 

 Adequate financial and internal controls to ensure that funds are properly 

accounted for and are spent in a manner that is consistent with the objects of 

the charity or NPO. 

 Adequate due diligence, monitoring and use of funds procedures in place for 

undertaking their legal responsibilities 

 Taken reasonable and appropriate steps and carried out the necessary steps to 

identify who are the beneficiaries, especially where the risk is considered high. 



 

 

7.0 DUE DILIGENCE REQUIREMENTS - "KNOW 

YOUR"PRINCIPLES 

27. Due diligence is the range of practical steps that need to be taken by charities and NPOs 

so that they are reasonably assured of the provenance of the funds given to the NPO; 

confident that they know the people and organizations the charity or NPO works with; 

and able to identify and manage associated risks. Entities may also undertake their own 

internal risk analysis to help better understand the risks they face in their operations and 

design appropriate risk mitigation and due diligence measures. 

28. In order to ensure that they are fulfilling their duty to manage the funds of a charity or 

NPO properly, trustees or managers need to know where the funds originated, whether 

they are to be applied in accordance with the entity's objects and who will be involved 

in delivering the charitable services. 

29. The voluntary nature of charities and NPOs and their areas of work can make them 

vulnerable to people who want to misuse the entities for their own gain. They are highly 

valued in society and their very nature can make them attractive targets for criminal 

abuse such as fraud, theft and money laundering. People also abuse charities and NPOs 

for private advantage, for example by ensuring the entity uses a particular organization 

or individual to provide services which are not necessarily charged on the best terms 

available. 



 

 

30. To satisfy the core elements of due diligence, trustees and managers must take 

reasonable steps to ensure they: 

a) Identify —know who you are dealing with 

b) Verify — where reasonable, and the risks are high, verify identities 

c) Know what the organisation's or individual's business is and can be 

assured this is appropriate for the charity to be involved with 

d) Know what their specific business is with your charity and have 

confidence they will deliver what you want them to and 

31. The "Know Your" principles are key to the legal duties and responsibilities of trustees 

and managers of charities and NPOs. These requirements are not new. Similar duties 

and principles exist in other sectors. In the financial sector, for example, banks and 

other institutions have to take reasonable steps to ensure that they know their customers. 

For charities and NPOs, the requirements can be summed up in the following three 

'know your' principles: 

 Know Your Donor 

 Know Your Beneficiaries  

 Know Your Partner 



 

 

7.1 Know Your Donor 

32. Most charities and NPOs should know, at least in broad terms, the source of the money 

they are being given (e.g. grants, cash donations etc.). Trustees and managers should 

take reasonable and appropriate steps to know who the donors are, particularly where 

significant sums are being donated or the circumstances of the donation give rise to 

notable risk. Good due diligence will help to: 

a) assess any risks to the charity or NPO that may arise from accepting a 

donation or certain types of donations 

b) ensure that it is appropriate for the charity or NPO to accept money from 

the particular donor, whether that is an individual or organization 

c) give trustees and managers reasonable assurance that the donation is not 

from any illegal or inappropriate source 

d) ensure that any conditions that may be attached are appropriate and can 

be accepted. 

33. Trustees and managers need to implement effective processes to identify and verify 

donors, particularly substantial donors. They should also have assurance on the source 

of donor funds and any conditions attached to them (i.e. know what the donor's specific 

business is with your charity). This does not mean charities and NPOs have to question 

every donation nor must they know lots of personal and other details about every donor. 



 

 

7.2 Know Your Beneficiaries 

34. The identification and selection of beneficiaries are important decisions. Sometimes 

this is specified in the entity's governing document, making it a legal requirement. In 

other cases trustees and managers may have more discretion about selection criteria. 

They may have decided on a policy to guide their decision making. 

35. Charities and NPOs use a variety of ways to reach those they aim to assist through their 

own charitable activities, providing funding for others, and coordinating efforts to aid. 

They may use their own staff and resources or may work in collaboration and 

partnership with other organizations, including governments. Because of their contact 

with, knowledge of, and reach into local communities, charities and NPOs are often 

uniquely placed to accurately identify the targeted beneficiaries of aid, assistance or 

other services. 

36. Some charities and NPO activities are available to and open to everyone, and the "Know 

Your Beneficiaries" principle will not have specific application. For example, a charity 

or NPO may provide a recreation ground. The charity or NPO does not choose its 

beneficiaries as such and clearly, there is no need to check and verify the identity of 

members of the public who walk across or use the ground. Some charities or NPOs will 

not have individually identifiable beneficiaries, for example, an entity carrying out 



 

 

environmental work for the benefit of the public in a particular. So again, the "Know 

Your Beneficiaries" principle will not have specific application. 

37. Therefore as charities and NPOs carry out their activities and delivery of services in 

pursuit of their charitable purposes, a common sense approach needs to be exercised, 

when applying the "Know Your Beneficiaries" principle. 

38. A charity and NPO should be wary of doing business with persons from countries 

where, for example, it is believed that there is a high level of drug trafficking or 

corruption and greater care may be needed in establishing and maintaining the 

relationship or accepting documentation from such countries. The charity or NPO 

should observe the "Improving Global AML/CFT Compliance: Ongoing Process 

Statements" and "Public Statements" issued by the FATF and CFATF as it relates to 

business relationships and transactions with natural and legal persons, and financial 

institutions from listed countries. Refer to the FATF: High Risk & Other Monitored 

Jurisdictions and any lists of high-risk jurisdictions provided by the Competent 

Authority from time to time. 

In addition to the above, the Competent Authority may require countermeasures, which are 

effective and proportionate, to the risks identified from listed countries, either when called up 

onto do so by the FATF and CFATF or independently of any call to do so. 



 

 

7.3 Know Your Partner 

39. Due diligence of partners is important, as the responsibility of trustees' and managers is 

not only to ensure that funds reach the place, people and purpose intended. Their 

responsibilities also include determining whether a partner is appropriate and suitable 

for their organization to work with. For example, a charity or NPO should not accept 

funding from or provide support to a partner organization that exposes beneficiaries to 

activities which directly, or indirectly, promote money laundering or terrorism. This is 

so even if the charity's funding or support were used for legitimate humanitarian aid or 

other charitable activities. 

40. To prevent the abuse of funds by partners, charities and NPOs should therefore carry 

out appropriate due diligence on those individuals and organisations that the charity or 

NPO receives donations from, gives money to or works with closely, before entering 

into relationships or agreements. Charities and NPOs should verify partner reputations 

through the use of selection criteria and searches of publicly available information, 

including domestic and UN sanctions lists. 

41. The more significant or substantial the charitable activity or partnership, the greater the 

need for enhanced due diligence by trustees and managers. Steps should be taken to 

verify the identity of the partner and to further assess the risks. This may involve 

checking the legal status of the partner — is it registered as a company and who owns 

it, for example, and is it appropriately registered with another charity regulator. Due 



 

 

diligence is also an opportunity for the charity or NPO to check that the partner has the 

operational capacity and capability to do what is required and that the partner fully 

understands the aims and parameters of the activity. Due diligence will usually involve 

judging the quality and completeness of the initial information obtained and then 

deciding whether further checks or enquiries are necessary. 

42. Charities and NPOs should have written agreements with their partner organizations. A 

written agreement or understanding should be drafted and signed by the participants. 

This should include the funding organization and the end user, whether it is an 

individual or an organization. Such an agreement should outline what the funds are to 

be used for and how the user will report back for accountability purposes. The 

agreement should also include requirements regarding the management of local 

employees according to defined ethical standards. 

43. Trustees and managers should also ensure that they are able to act independently from 

their partners and to be able to hold partners accountable for how funds are spent and 

how projects are managed. If a partner is able to exert considerable influence over the 

charity or NPO, such as when organizations share key directors or officers, this may 

create conflicts of interest and prevent the entity from complying with anti-money 

laundering and anti-terrorist financing requirements. 



 

 

7.5 Assessing how many Due Diligence enquiries need to be carried out 

44. The nature and extent of due diligence checks should be proportionate to the 

risks involved or when entering into any new relationship. These include the scale of 

the funding involved and any identified risks in the area where the donor or beneficiary 

is operating. Where the risks are higher, more in-depth checks will be appropriate. If 

the partner is from a jurisdiction about which concerns have been raised, the trustees 

and managers should take more steps to ensure that working with the partner is 

appropriate. 

45. Effective due diligence will help trustees and managers identify potential risks 

so that they can put in place appropriate and proportionate safeguards. The effectiveness 

of the safeguards can then be monitored and any necessary adjustments made. Risk of 

abuse may be greater where: 

a) the project proposal is vague or lacks adequate financial or technical 

details 

b) the structure or nature of the proposed project makes it difficult to 

identify the donor or beneficiary and verify their identity and details 

c) the proposals include delegating work to other unknown persons or 

newly formed organisations 



 

 

d) it is difficult to contact the donor or beneficiary at their main address, 

or their telephone numbers are not working, or the person always insists 

upon contacting the charity or NPO and not the other way round 

e) the project involves unusual payment mechanisms, or requests for cash, 

or for money to be paid into an account not held in the name of the partner, 

or in a country in which the partner is not based and not where the project 

is being carried out 

f) the partner may be, or may have involvement with, politically exposed 

persons (PEPs) 

g) partners request unnecessary or unusual levels of privacy and secrecy. 

h) the partner cannot demonstrate much previous project delivery and it is 

difficult to get independent references to vouch for it 

46. Trustees and managers may also want to consider publicizing or making clear 

that due diligence checks will be carried out on donors, beneficiaries and other partners. 

This may act as a deterrent against those who may wish to abuse charities and NPOs. 

Some entities may wish to consider going as far as making it clear that information may 

be shared with the police and other competent authorities for the purpose of detecting 

and preventing abuse and criminal activity. 



 

 

47. Trustees and managers should keep written records of due diligence processes 

and the results which informed their decision making. This should include the checks 

carried out and the results and conclusions of their assessment of donors, beneficiaries 

and partners. Trustees and managers should document the risks identified from their 

assessments together with the actions they consider necessary to properly manage the 

risks arising from entering into any arrangement. 

48. Annex 2 of the FATF Best Practices Paper on Combatting the Abuse of Non-

Profit Organizations gives examples of measures that have been implemented by some 

NPOs and which may, depending on the circumstances, help to mitigate TF risk. In 

practice, the unique circumstances and context of each case will determine whether a 

particular measure is a good practice that is partially or fully mitigating the specific risk 

involved. The types of circumstances and context which are relevant to such a 

determination include: the level and type of TF risk, the type of charitable funds or 

assets being distributed, the geographical context, and other controls and due diligence 

measures in place. 

7.6 Politically Exposed Persons (P EPs) 

49. Concerns about the abuse of power by public officials for their own enrichment and the 

associated reputation and legal risks which charities and NPOs who deal with them may 

face have led to calls for enhanced due diligence on such persons. The FATF 



 

 

categorizes PEPs as foreign, domestic, or a person who is or has been entrusted with 

the prominent function by an international organization. These categories of PEPS are 

defined as follows: 

 Foreign PEPs: individuals who are or have been entrusted with 

prominent public functions by a foreign country, for example Heads of State 

or of government, senior politicians, senior government, judicial or military 

officials, senior executives of state-owned corporations, important political 

party officials. 

 Domestic PEPs: individuals who are or have been entrusted 

domestically with prominent public functions, for example Heads of State or 

of government, senior politicians, senior government, judicial or military 

officials, senior executives of state-owned corporations, important political 

party officials. 

 International organization PEPs: persons who are or have been 

entrusted with a prominent function by an international organization, refers to 

members of senior management or individuals who have been entrusted with 

equivalent functions, i.e. directors, deputy directors and members of the board 

or equivalent functions. 



 

 

 Family members are individuals who are related to a PEP either directly 

(consanguinity) or through marriage or similar (civil) forms of partnership. 

 Close associates are individuals who are closely connected to a PEP, 

either socially or professionally. 

8.0 RECORD-KEEPING 

50. Charities and NPOs should establish internal controls and monitoring systems 

to ensure that funds and services are being used as intended. For example, charities and 

NPOs should clearly define and document the purpose and scope of their activities, 

identify beneficiary groups, and consider the risks of terrorist financing and risk 

mitigation measures before undertaking projects. They should maintain detailed 

budgets for each project and generate regular reports on related purchases and expenses. 

Charities and NPOs should establish procedures to trace funds, services, and equipment, 

and carry out transactions through the financial system when possible, to maintain 

transparency of funds and mitigate the risk of terrorist financing. Project performance 

should be monitored on a regular basis by verifying the existence of beneficiaries and 

ensuring the receipt of funds. Charities and NPOs should take appropriate measures, 

based on the risks, to account for funds and services delivered. 

 



 

 

51. To demonstrate compliance with the AML/CFT Act and its Regulations and to 

allow for timely access to records by the FIU, charities and NPOs should establish a 

document retention policy that provides for the maintenance of a broad spectrum of 

records, including donor and beneficiary identification data, business transaction 

records, internal and external reporting and training records, as well as any analysis 

done. Business transaction records should be maintained for a minimum of seven years 

in accordance with section 16 of the AML/CFT Act and its Regulations. However, it 

may be necessary to retain records, until such time as advised by the FIU or High Court, 

for a period exceeding the date of termination of the last business transaction where: 

a) There has been a report of a suspicious activity; or 

b) There is an on-going investigation relating to a donor or beneficiary. 

52. The nature of records that should be retained is set out at section 16 of the 

AML/CFT Act and its Regulations, which defines a business arrangement, business 

transaction and business transaction record. 

8.1 Internal and External Records 

53. Charities and NPOs should maintain records related to unusual and suspicious business 

transactions for no less than 7 years. These should include: 



 

 

i) The internal written findings of transactions investigated. This applies 

irrespective of whether a suspicious report was made and includes all reports 

made by staff to the Compliance Officer;  

ii) Consideration of those reports and of any action taken;  

iii) Reports by the Compliance officer to the trustees and management;  

iv) Reports to the Authority on positive screening results in relation to terrorist 

financing and the financing of proliferation; and 

v) Reports to the Authority on the total amount of frozen assets in relation to 

terrorist financing and the financing of proliferation. 

8.2 Training Records 

54. In order to provide evidence of compliance with section 16 and section 19 of the 

AML/CFT Act and its Regulations at a minimum, the following information must be 

maintained: 

(i) Details and contents of the training programme attended by or provided 

to persons associated with the charity or NPO; 

(ii) Names of persons receiving the training; 

(iii) Dates that training sessions were attended or held; and (iv) An on-going 

training plan. 



 

 

9.0 COMPLIANCE FUNCTION 

55. Charities and NPOs must establish procedures for ensuring compliance with 

legal requirements as set out in relevant legislation and this Guideline to demonstrate 

that they are able to identify suspicious activity. 

56. Trustees and managers have the responsibility of personally carrying out all 

required due diligence activities, unless this function is contracted out. However, the 

trustee or manager remains responsible for the compliance function. 

57. Each registered charity or NPO must appoint a compliance officer at a senior 

level who must have access to all relevant internal information without having to seek 

clearance in each case. Where the compliance function is contracted out, the trustee or 

manager remains responsible for the function. 

9.1 Internal Reporting Procedure 

58. To facilitate the detection of suspicious transactions, a charity or NPO should: 

(i) Require donors to declare the source of funds where a transaction seems 

unusual or in excess of threshold limits, or such lower amount as may be 

determined to reasonably ascertain that funds are not the proceeds of criminal 

activity. Appendix 1 indicates a specimen of a Declaration of Source of Funds 

form. 



 

 

(ii) Develop written policies, procedures and processes to provide guidance 

on the procedures to be followed when identifying and researching unusual 

transactions and reporting suspicious activities; 

(iii) Identify a suitably qualified and experienced person to whom unusual 

and suspicious reports are channeled. The person should have direct access to 

the appropriate records to determine the basis for reporting the matter to the 

Authority (iv) Require staff to document in writing their suspicion about a 

transaction; and (v) Require documentation of internal enquiries. 

9.2 External Reporting - Reporting Suspicious Activity 

59. Persons are required by law to report promptly to the FIU where the identity of 

the person involved, the transaction or any other circumstance concerning that 

transaction lead the charity or NPO to have reasonable grounds to suspect that a 

transaction: 

(i) Involves proceeds of crime to which the AML/CFT Act and its 

Regulations applies; 

(ii) Involves the financing of terrorism; 

(iii) Is of a suspicious or unusual nature; or 

(iv) Is conducted by, or relates to, a person against whom a terrorist 

designation order is in force or relates to the property of such a person. 



 

 

60. Charities and NPOs are advised to monitor suspicious activity, but there is an 

obligation to report activity that satisfies the threshold for inconsistency with normal 

behaviour. After a reasonable time, a transaction, or series of transactions, should be 

cleared of suspicion, and if this cannot be done with a clear conscience, a report should 

be made to the FIU. 

61. A Suspicious Transaction Report (Appendix 3) should be completed and 

submitted to the FIU for analysis. Once reported, nothing should be done to indicate to 

any person that such a report was made. There are legal consequences for tipping off a 

person that an investigation is about to commence or has commenced or that a report 

was made to the FIU. 

Bear in mind that tipping off may be inadvertent and could take place through the loose 

handling of information. 

62. Where a suspicious report has been filed with the Authority, and further unusual 

or suspicious activity pertaining to the same customer or account arises, licensees 

should file additional reports with the Authority. 

63. In addition, pursuant to the United Nations Security Council Resolutions on 

terrorist financing and the financing of proliferation, all natural and legal persons, 

including charities and NPOs are required to freeze any funds or other assets held for 

individuals or entities so designated by a terrorist designation order or counter-



 

 

proliferation order in respect to listed persons. Orders will be communicated 

electronically or in the Official Gazette and local newspapers. Charities and NPOs are 

required to submit a report to the identified Competent Authority, which should include 

the total sum of frozen assets. Freezing obligations are extended to all funds or other 

assets that are wholly or jointly owned or controlled, directly or indirectly, of designated 

persons or entities, as well as funds or assets of persons and entities on behalf of, or at 

the direction of, designated persons or entities. Where a terrorist designation order or 

counter-proliferation order has been lifted, charities and NPOs should have a 

mechanism in place to release the assets previously frozen. 

9.3 Unusual or Suspicious Transactions 

1. Suspicious transactions are financial transactions that give rise to reasonable grounds 

to suspect that they are related to the commission of a money laundering or terrorism 

offence. These transactions may be complex, unusual or large or may represent an 

unusual pattern. This includes significant transactions relative to the relationship, 

transactions that exceed prescribed limits or activity that is inconsistent with the 

expected pattern of transactions. In some instances, the origin of the transaction may 

give rise to suspicion. For examples of "Red Flags" see Appendix 2. 

 

 



 

 

 

 

 

APPENDIX 1 

Declaration Of Source Of Funds/Wealth 

Customer Name Or Business:..  

Current Address:. . . . . . .. . . . . . . . 

 

Account Number:...  

Identification:  

Amount Of Transaction & Currency: 

Description/Nature Of Business Transaction: 

Deposit C] Monetary Instrument  Currency Exchange D Wire Transfer  Credit/Debit Card 

ATM C] Loan O Investment C] Trust Settlement / Distribution Other CJ (Specify) 

Source of Funds / Wealth: 

 



 

 

 

 

Supporting Evidence:. . . ....

 

Customer Signature:  

Date:. ..  

 

Transaction Approved? Yes O No  

If No, state reason: . .. . . . . .. . .. ... . 

 

 

 

 

 

APPENDIX 2 



 

 

RED FLAGS/HIGH RISK INDICATORS FOR CHARITIES/NPOs 

Donations: 

 Unusual or substantial one-time donations are received from unidentifiable or 

suspicious sources 

 A series of small donations are received from sources that cannot be identified 

or checked 

 Conditions attached to a donation are as such that the charity or NPO would 

merely be a vehicle for transferring funds from one individual or organization to 

another individual or organization 

 Donations are made in a foreign currency or foreign sources where financial 

regulation or the legal framework is not rigorous 

 Donations are conditional to be used in partnership with particular individuals 

or organizations where the charity or NPO has concerns about those individuals or 

organizations 

 A charity or NPO is asked to provide services or benefits on favourable terms 

to the donor or a person nominated by the donor 

 Payments received from a known donor but through an unknown party 



 

 

Donations are received from unknown or anonymous bodies 

 Payments received from an unusual payment mechanism where this would not 

be a typical method of payment. 

Beneficiaries: 

 A charity or NPO provides financial assistance, services or support on the basis 

of a certain sum of money per beneficiary and the numbers are relatively high 

 A charity or NPO provides services to large numbers of beneficiaries, where it 

may be easier to disguise additional beneficiaries 

 Signs that persons may have been placed on distribution and aid lists by 

providing kickbacks and bribes to officials 

 Lists of beneficiaries contain multiple manual corrections, multiple names may 

appear, or may contain more family members 

 Evidence that third parties or intermediaries have demanded payment for 

recommending or nominating beneficiaries 

 Fake or suspicious identity documents 



 

 

 Beneficiaries with identical characteristics and addresses or multiple identical 

or similar names and signatures 

Partners: 

 The project proposal is vague or lacks adequate financial or technical details 

 The structure or nature of the proposed project makes it difficult to identify the 

partner and verify their identity and details 

 The proposals include delegating work to other unknown partners or newly 

formed organizations 

 It is difficult to contact the partner at their main address, or their telephone 

numbers are not working 

 The project involves unusual payment mechanisms, or requests for cash, or for 

money to be paid into an account not held in the name of the partner, or in a country 

in which the partner is not based and not where the project is being carried out 

 Partners request unnecessary or unusual levels of privacy and secrecy 

 Requests by partners to use a particular auditor or accountant 



 

 

Employees: 

 Indications that staff may be living beyond their means or appearing at unusual 

times 

 Staff carrying out tasks or jobs they should not be, or other unusual staff 

behaviour or conduct 

Sudden or increased staffing costs 

Monitoring of Projects: 

Invoices and paperwork have been tampered with, altered in crucial aspects with 

handwritten amendments 

 Inventory shortages  

o A lack of evidence to show fair and transparent tendering or procurement 

procedures  

 Invoices and papers recording a higher cost for goods or services than expected 

or agreed 

 Missing key documents or only copies can be produced, which raise suspicions 

perhaps because they are poor copies or because key details are illegible or have been 

altered 



 

 

 Signatures confirming receipt or payment are missing or the invoice is unsigned 

or undated 

 Receipts have been signed and dated a long time after the goods or services 

should have been delivered 

 Particularly late or early invoicing 

 Repeated excuses of system crashing; losing records or paperwork 

 Relief, goods or items provided by the charity or NPO in connection with the 

project have been tampered with 

 Documents accompanying goods and items are missing 

 The local community is receiving aid or assistance by other unexplained or 

unexpected means 

 Unexpected transactions, where commission is not charged or no receipts are 

available 

 Figures in documents or records that look familiar or may be repeated 

 Discrepancies between budgeted needs and payments requested 



 

 

 Requests for payment in cash to be made to an unknown third party or other 

organization 

 Payment of administration costs not appearing to relate to the project or which 

appear unusually high taking into account the nature of the project 

 Cash advances and payments that are unusually frequent and/or have not been 

recorded or approved 

 Funds are not being banked or accounted for 

 Infrequent and/or poor reconciliation of local banking and accounting records 

/ bank reconciliations not done in a timely manner 

 Payments to suppliers via cash payments to employees 

 Offers for monitoring to be carried out by friends or known associates of the 

local partner without the need for the charity or NPO to carry out an inspection or 

checks on the partner themselves 

 Requests to use particular officials in the locality for monitoring purposes 

 Emails from new or unusual email addresses not in the partner's domain name 

or from someone who is not a previously agreed contact point 



 

 

 Inconsistencies between narrative reports and financial claims and reports 

 


